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Abstract. Rapid development and widespread use of information technologies
and the Internet have many benefits, it is important not to ignore the negative
situations that occur there. One of these negative situations is the proliferation and
development of malicious programs, which lead to the failure of many devices
and software equipment, and the disclosure of confidential information. Malware
is the vehicle for many computer attacks and security breaches. Malware analysis
uses techniques from several different fields, such as program analysis and network
analysis, to study malicious patterns to gain a deeper understanding of several
aspects, including their behavior and how they evolve over time. The day-by-day
development of malicious software equipment, the increase in types and complexity
of their structure has greatly complicated the work of identifying and classifying
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them. For this reason, the importance of using artificial intelligence systems,
including machine learning algorithms, is increasing in the field of information
protection. Machine learning is a branch of artificial intelligence that involves
algorithms and processes that "learn" and can generalize past data and insights
to predict future outcomes. Basically, machine learning is a set of mathematical
methods implemented in computer systems that provide the process of obtaining
information, identifying patterns, and drawing conclusions from data. The article
analyzes the type of malicious software in a certain format and classifies it with the
help of a machine learning algorithm based on specific selected features. Here, the
role of the selection of received features for training is very important. Machine
learning works well when the input data is good.

Keywords: information security, malware analysis, machine learning, feature
selection, KNN
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AHHOTANUSA. AKNApaTThlK TEXHONOTHSANIAD MEH HHTEPHET IKETiCiHIH
KApKBIHABI JaMybl MEH KCHIHCH KOJJAHBUTYBIHBIH THIMJII TYCTapbl KeIl
OOJIFaHBIMEH, OHJAFbl OPBIH AaJaThIH KEJICHCI3 JKaFfaliapabl HasaplaH ThIC
KanapipmMay kKepek. OChIHZAW KeNeHCI3 JKarmaimapaplH Oipi  —  3USHABI
OarmapiaManapplH KeOeri XKoHe
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JAaMybl, OyJ1 KenTereH KYPBUIFbIIap MEH OaraapiaMaliblk Kypall->KaOIbIKTapablH
ICTEH INBIFYbIHA, KYIUS aKmapaTTblH allbulyblHa OKENINl COFyda. 3HSHABI
OaFmapiaMa KeNTEeTeH KOMITBIOTEpIiK malypurmap MeH Kayilci3mikTi Oy3ymbiH
Kypaibl Oonbln TaObUTaApl. 3USHABI OarmapiaManblk Kypajabl Tajjnay OipHere
ACTEKTUIep i, COHBIH IIIH/E ONapIblH MIHE3-KYJIKBIH XOHE YaKbIT eTe Kele
KaJlaii JaMbII J)KaTKaHBIH TEPEHIPEK TYCIHY YIIH 3USHABI YATLIEpIi 3epTTey YIIiH
OaFrgapaManapbl Tajliay )KoHe KelliHi Talaay CHSIKTBI OipHelle Typali cajanapiarsl
onicTepai naigananaabl. 3USHIBI OaFapiIaManblK >KaOABIKTHIH KYH CaHall JaMysbl,
OJIapZbIH TYPJIEPiHIH YIFAIOBI )KOHE KYPBUIBIMBIHBIH KYPACIILTIr] OJIap/Iibl aHBIKTAY
XKOHE JKIKTEY J>KYMBICHIH alTapiblkrail KublHIatagsl. Ocel ceOenTi akmaparThl
KOpFay cajlachlHa )KacaH/bl HHTEIUICKT KYHeNepiH, COHBIH IMIHEe MalIMHAIBIK
OKBITY aJITOPUTMEPIH MaiJaany/IbIH MaHbI3IBUIBIFBI apTHII Kesle1i. MammHaIbIK
OKBITYy — OYJl «YHpEHeTIH» alrOpUTMAEP MEH IpPOIeCcTeplli KaAMTHTBIH JKOHE
Ooamiak HOTHKeIepAi OoIDKay YIIIiH OTKeH AepeKTep MEH TYCIHIKTEp/Ii ®Kabuiai
alaThlH JKacaH/bl MHTEIUISKT cayiachl. HerisiHze, MallMHAJBIK OKBITY — Oy
aKmapar aiy, 3aHIbLUIBIKTap bl aHBIKTAY JKOHE JIepeKTepAeH KOPBITHIHBLIAP jKacay
NPOLECIH KaMTaMachl3 €TETiH KOMIBIOTEPIIK JKyHenepae Ky3ere achbIpbUIaThIH
MaTeMaTUKaIbIK OMICTEpAiH JKUBIHTBIFBL. Makanaga HakTel Oip 3HSHIBI
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AnHoTauus. bricTpoe pa3BUTHE U IIUPOKOE UCTIONB30BaHNEe HH()OPMALUOHHBIX
TexHoJOrud W UHTepHeTa HMEIOT MHOXECTBO NPEUMYIIECTB, BaKHO HE
WTHOPUPOBATh BO3HUKAIOIIME TaM HeraTuBHble cuTyaunu. OTHOH M3 TakuX
HETAaTHBHBIX CUTYyallUd SBISETCS PAaclpOCTPAHEHHWE M PAa3BHTHE BPEIOHOCHBIX
MPOTrpaMM, MPUBOASIINX K BBIXOAY U3 CTPOSI MHOTHX YCTPOWCTB M MPOrPaMMHOTO
000pyIOBaHMsA, pa3lIalleHUuI0 KoHpuAeHInansHoH nH(popmanuu. Bpenonocuoe
IO sBnsieTcsi cpeAcTBOM Ui MHOTHMX KOMITBIOTEPHBIX aTaKk W HapyleHHH
0e30macHOCTH. AHAJIN3 BPEAOHOCHBIX TPOTPaMM HCIIOIb3YET METOIbI 13 HECKOIBKHX
pa3NUYHBIX 00JacTei, TaKMX Kak aHaju3 MpOrpaMM M CETEeBOW aHaiu3 JUis
W3yYEeHHUS BPEIOHOCHBIX A0I0HOB, YTOOBI MOJTYYUTh OOjiee ITy0OKOe MOHUMaHHe
HECKOJIBKUX AacCIEeKTOB, BKIIOYAs WX IMOBEJCHUWE M TO, KAK OHM Pa3BUBAIOTCS C
TeueHHeM BpeMeHH. ExxeTHeBHOE pa3BUTHE BPEJOHOCHBIX IPOTPAMMHBIX CPEJICTB,
YBEJMUCHHUE THIIOB M CIOKHOCTH MX CTPYKTYPBI 3HAYUTENBHO YCIOKHUINA PaboTy
MO WX BBIABICHUIO U Kiaccupukanmu. [1o 3TOH mpuunHe Bo3pacTaeT BaXKHOCTh
WCTIOJIb30BAHUSI CUCTEM MCKYCCTBEHHOTO MHTEIUIEKTa, B TOM YHUCIE aITOPUTMOB
MaIIMHHOTO O00yuYeHHs, B cdepe 3aumThl MHpopMaunu. MammHHOE O0yueHHe
— 9TO 00J7acTh UCKYCCTBEHHOIO HMHTEIUIEKTa, KOTOpasi BKIIIOYAET alTOPUTMBI U
MPOILIECCHI, KOTOPBIE «00YyYaIOTCs» U MOTYT 0000IIATh POLLIBIC TaHHBIE U WACU
JUIsL TIPOTHO3UPOBaHUs Oyaymux pesynsTatoB. [lo cyTH, MammHHOE OOyudeHHE
— 9TO HabOp MareMaTHYeCKUX METOJOB, PEalu30BaHHBIX B KOMITBIOTEPHBIX
cHCTeMax, KOTOpble 00eCIIeYNBAIOT MPOLECC MOTyUYeHHU HH)OPMAaLluH, BBISBICHUS
3aKOHOMEPHOCTEH 1 BBIBOJIa M3 IaHHBIX. B cTaThe aHamM3upyeTCsi TUT BPeJOHOCHOTO
1O B ompeneneHHOM QopMare W KIACCUPHULIUPYETCS C IMOMOINBIO alrophUTMa
MAIIMHHOTO OOy4YeHHs Ha OCHOBE KOHKPETHBIX BBIOpPaHHBIX NPHU3HAKOB. 3/1eCh
OYeHb Ba)KHA POJb OTOOpA MOMYYCHHBIX MPU3HAKOB Ui OOyueHHs. MalimHHOE
o0ydeHHe padoTaeT XOpOIIOo, KOTAa BXOJHbIE JaHHBIE XOPOIIH.

KioueBbie ciioBa: nHdopMannoHHas 0€30MacHOCTb, aHANM3 BPEIOHOCHBIX
MporpaMM, MalinHHOE 00y4YeHue, BEI0op nmpu3HakoB, KNN

Introduction

Malware is program that harms a user, computer or network and includes viruses,
trojans, worms, rootkits, spyware, adware, etc. Studying the behavior of malicious
programs remains an urgent problem in the field of information security. Since
the appearance of the first malware, the variety of malware, its complexity, the
number of new models and the speed with which they appear, as well as the range
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of threats, have increased. The number of malicious programs in existing databases
is huge, and new malicious programs appear every day. For example, the German
laboratory AV-TEST registers more than 450,000 new malicious programs per day.
Traditional anti-virus (reactive protection) based on checking signatures against
a database of malicious codes cannot cope with emerging, previously unknown
threats supplemented by an expert analyst. Therefore, tools for static analysis of a
portable executable (PE) file and dynamic analysis of malware are emerging that
can study pattern behavior that is not stored in a signature database. In addition,
methods of working with anti-virus scanners by malicious programs are becoming
more complicated (AV-TEST, 2022).

Malware analysis is the process of taking programs apart to understand how
they work, and how to detect, disable, and remove them. There are millions of
malwares on the Internet and this number is growing every day, so analyzing them
is very important for everyone responsible for computer security. There are two
main approaches to malware analysis: static and dynamic. Static analysis is the
study of malware without running it. During dynamic analysis, the malware must
be running. Both categories include basic and advanced techniques (Egele et al.,
2012). The malware analysis process can often be sped up by making an educated
guess about the malware's target and then confirming it. Of course, the accuracy of
your predictions will depend on your knowledge of what malware typically does.

Methods and materials

Machine learning is a class of artificial intelligence methods, the characteristic
feature of which is not the direct solution of a problem but learning by applying
solutions to many similar problems. From the point of view of the application
of machine learning in the field of information security, it can be classified into
two main categories: pattern recognition and anomaly detection. It is not always
possible to distinguish between pattern recognition and anomaly detection, but there
is a well-defined task for each specific problem. In pattern recognition, we try to
find obvious or undefined characteristics hidden in the data. These characteristics,
labeled and combined into a set of features, can be used to train an algorithm that
identifies the type of data with the same set of characteristics. Anomaly detection is
the exact opposite of the task of obtaining data (Clarence Chio et al., 2018; Michael
Sikorski et al., 2018). The main goal here is to determine the concept of normality
that describes most of the data in the studied set instead of learning the characteristic
patterns in the actual data set. After that, a deviation from the established normality
is considered an anomaly.

A common misconception is that anomaly detection is the process of recognizing
a set of "normal” patterns and distinguishing them from a set of "abnormal" patterns.
The patterns obtained by the pattern recognition method must, of course, be taken
from the studied data used to pre-train (train) the algorithm. On the other hand,
when using the anomaly detection methodology, there may be an infinite number
of anomalous samples with characteristics that match the given description of the
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errors (outliers), even from hypothetical data that do not actually exist in the study
(Ucci et al., 2017).

Malicious code detection by machine learning consists of several stages (figure
1):

— Obtaining information from the operating system about the files, processes,
and software in use. All the data required for this machine learning can be obtained
using Process Monitor and Process Hacker utilities for Windows operating system.

— Preparation of data for machine learning.

— Normalization of data received during work with files, registry, deletion of
unnecessary settings (feature selection).

— Using machine learning methods.

— Output of results. Issuing the results of determining whether the process is
harmful or not harmful.
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Fig. 1. Stages of detecting malicious code using machine learning

Malware can inject itself into different binary file formats that work in
completely different ways. For example, PE files (extensions exe., dll., efi, i.e.
portable executable files) in the Windows operating system, which we will discuss
in our experiments throughout this article, have completely different internal file
structures and require different execution contexts. Of course, the specific additional
requirements for parsing each class of executables also differ significantly. Also
note that malware can come in forms other than standalone executable binaries.
There are common malicious components that infiltrate doc, pdf and rtf document
files and use macros and dynamic executables in the document structure to perform
malicious actions. Malware can also take the form of extensions and plug-ins for
common software platforms, such as web browsers and complex web environments
(Dilhara, 2021; Damin Moon et al., 2021).

The reverse engineering method is used to use the data with malicious program
codes during machine learning, and since it is a large and extensive work, we
preferred to work with a ready-made database. Open access malware databases:

- MalwareTrafficAnalysis.net website contains comprehensive, fully researched
600 samples of malicious code.

- VirusShare.com site 30 million provides an integrated database of malicious
code patterns;
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- VX Heaven team collected 270,000 malicious code samples for scientific use;

-In 2015, Kaggle and Microsoft managed to collect more than 10,000 malicious
code samples into a single database by organizing the Malware Classification
Challenge project.

In most cases, mindlessly loading a huge number of features into machine
learning algorithms creates unnecessary noise and detrimentally affects the
accuracy and efficiency of the model. Therefore, it is important to select only the
most important and significant features for use in learning algorithms. This process
is commonly known as feature selection. Feature selection can be done manually,
based on domain expertise and information gained from the data mining phase.
Features can be selected automatically using statistical methods and algorithms. In
addition, there are unsupervised machine learning techniques often used for deep
learning. (Malware Traffic Analysis, 2022).

One of the widely used methods of feature selection is the use of human practical
experience. Human experts can provide a process for guiding machine learning
models, which manifests itself primarily in the form of manually mined features,
which are considered the most important pieces of information used in the human
learning process. (VirusShare, 2022).

Classification of features depending on a specific model (model-specific feature
ranking): when machine learning algorithms are applied to a certain set of data, the
model of the final assessment can sometimes be expressed in the form of symbolic
combinations of input features. (VX Heaven, 2010). For example, for a linear
regression model, in which the value of Y is predicted based on a three-dimensional
data set (in which the features are designated as , , and ), the regression model can
be represented by the following formula (without accounting for deviations):

Y = Wyxq + Wyxp + Wex, Y (1)

After the training phase, the coefficients (weights) and will be assigned some
values, for example:

Y =3,72x, + 1,94x;, + 0,138x, @)

Even in this simplest example, it can be clearly seen that features and have higher
weights than feature . Assuming that these features are appropriately normalized
(their values are comparable values), you can eliminate the feature , knowing that it
will not significantly affect the performance of the regression model.

Table 1. Features

Ne Feature name Ne Feature name
1 sha256 26 minor operating_system version name
2 appeared 27 major_subsystem_version
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3 label 28 minor subsystem_version
4 file size 29 sizeof code

5 vsize 30 sizeof headers

6 has debug 31 sizeof heap commit
7 exports 32 imports

8 imports 33 exports

9 has relocations 34 entry

10 has_resources 35 name of section
11 has_signature 36 size_of section
12 has_tls 37 vsize_of section
13 symbols 38 entropy

14 header 39 props

15 timestamp 40 histogram

16 machine 41 byte entropy

17 characteristics 42 strings

18 subsystem 43 num_strings

19 dll_characteristics 44 avlength

20 magic 45 printabledist

21 major_image version 46 printables

22 minor_image version 47 paths

23 major_linker version 48 urls

24 minor_linker version 49 registry

25 major_operating_system_version 50 MZ

For example, let's say we have the following symbols describing a file in the PE
format:

— histogram of byte values — a histogram of the distribution of byte values in a
binary file;

— byte entropy histogram — a two-dimensional histogram of byte entropy
approximating “the combined probability of containing a value in a byte and local
entropy”’;

— strings: an array of string statistics extracted from the original byte stream,
defined by five or more consecutive characters with ASCII values between 0x20
(space) and 0x7f (del), or special strings such as C:\, HKEY , http://, and contains
characteristics such as number of lines, average line length, number of C:\ paths,
URL instances, registry keys, and a character distribution histogram;

— some “syntactically parsed characteristics”, for example:

* general information about the file - high-level details about the PE file, such
as whether it was compiled with debug symbols, number of functions exported/
imported, etc.;

» file header information - details that can be obtained from the header section of
a PE file related to the computer, architecture, OS, linker, etc.;

« information about sections of a binary file - names, sizes, entropy;

* import information — information about imported libraries and functions that
can be used in the analyzed PE file;
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* export information — information about functions exported from the analyzed
PE file.

From among the above-mentioned signs, we further sort out the signs we need
and prepare the data necessary for machine learning.

We will use these sets of extracted features (table 1) to classify files into
malicious or benign types. To do this, we use the k-nearest neighbor algorithm.

The k-nearest neighbors (kNN) algorithm is the most widely known example of
a lazy learning technique. Due to its simplicity, the kNN method is often used as
a practical example to introduce machine learning concepts. This type of machine
learning technique defers most of the computation to classification time instead
of doing the work during training. (Kaggle and Microsoft, 2018). Lazy learning
models do not learn data generalizations during the training phase. Instead, they
capture (record) all the training data points that are passed to them and use this
information to create local generalizations on the test set during classification.
(Benjamin Bengfort et al., 2019).

The k nearest neighbors method is one of the simplest machine learning
algorithms with the following characteristics: (Hyrum et al., 2018):

- the training stage consists of a simple recording (fixation) of all feature vectors
and corresponding label elements in this model;

- the classification prediction is simply the most frequently occurring label
among the k nearest neighbors in the test sample (according to the name of the
technique).

Distance metrics for determining how “close” points are to each other in an
n-dimensional feature space (where n is the size of the feature vectors) are typically
the Euclidean metric (distance) for continuous variables and the Hamming distance
for discrete variables. (Henrik Brink et al., 2017).

Results

The classification report is presented in Table 2.

Table 2. Classification report

Precision Recall Fl1-score Support
0 0.90 0.78 0.83 7458
1 0.84 0.94 0.89 9711
avg/total 0.87 0.87 0.86 17169

Accuracy is our most common evaluation metric and is easy to understand,
i.e. the number of samples to be matched divided by the number of all samples. In
general, the higher the accuracy, the better the classifier. The degree of accuracy
is indeed a very good and intuitive measure of the estimate, but sometimes a high
degree of accuracy does not reflect the algorithm. The accuracy of the model was
0.866620071058.
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Precision is for the results of our predictions and shows how many samples
whose predictions are positive are correct. Then there are two possibilities to predict
the positive class, one is to predict the positive class as class positive (TP) and the
other is to predict the negative class as class positive (FP).

Recall is for our original sample and indicates how many positive examples
in the sample are predicted correctly. There are also two possibilities, one is to
predict the original positive class as class positive (TP) and the other is to predict
the original positive class as class negative (FN). The recall rate is a measure of
coverage.

Fl-score. Indicators Precision and Recall sometimes have contradictions,
so they need to be considered comprehensively. The most common method is
F-Measure (also known as F-Score). F-Measure is the weighted harmonic mean of
precision and recall.

Support is the number of instances of each class.

Conclusion

This article provides information on how high the level of distribution of
malicious software equipment is at the present time and the importance of their
detection using machine learning algorithms, as well as data obtained from practical
work. The classifier model is trained on data normalized by feature importance. The
trained model takes only external observation data (on the end user's machine) as
input. Based on these data, the model tries to reconstruct the complete pattern of
events. Model training and training is an independent study. The machine learning
module is constantly trained on the results of running the suspicious software, and
the model on end-user machines is updated in a continuous integration mode.
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